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FuseSecure: Cloud security made simple

FuseSecure is a comprehensive, multi-layered security solution that locks down your application
workloads on the cloud. FuseSecure combines leading technology, and our own intellectual
property, to address your security needs.

Multi-layered security

FuseSecure takes a multi-layered approach to security, working together these layers of security provide superior threat detection
and prevention.

Perimeter layer: Protects against external threats

e Network and traffic monitoring
e Connectivity options

e Firewalls

e Access control lists

User access layer: Restricts user access to information
e Access control and monitoring Encryption
e Segregated user store layer
e Single sign-on

e Multi-factor authentication

Encryption layer: Protects your data Your data

e Encrypts data at rest and in transit
e Configures encryption functionality

FuseForward Cloud Connect: A secure, private connection

FuseForward Cloud Connect FuseForward owns and manages all ports

on the Cloud Exchange and provisions the

virtual circuits through the Service Desk.
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FuseSecure product features

DDosS protection & IP whitelisting
Application endpoint integrations

Perimeter firewall v v

Intrusion detection & prevention v v v
v v v
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Private trusted certificates for AWS

Public trusted certificates (one included) Optional

Access control for external systems

Federated identity management (privileged & end users)
Privileged user management & multi-factor authentication
Privileged user entitlements with a virtual desktop 1
End user application entitlements (SSO via FuseAccess)

AWS Regions Supported ___

North America (Canada, Oregon, California, Ohio, Virginia)
Europe (Ireland, London, Paris, Frankfurt, Stockholm) v v v
South Africa (commg soon)

Virtual private clouds (production, non-production)
Application environments (dev, test, production) 3 8 20
Application instances

Management Tools and Services ___

Application access (FuseConsole)
Essential managed services

FuseSecure - Network Connectivity Features _—_
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Internet
Virtual private network (two VPN tunnels included) v v
FuseForward Cloud Connect (direct connect - single 200 Mbps included) Optional v

Get started

FuseSecure is available on subscription basis. We will undertake a detailed assessment of your security requirements and
recommend one of our packages and required add-ons.

Our process allows you to obtain a service that meets your needs and budgets, without the need for a complex design and build
phase.

Incorporating leading technology
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